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2.1 Overview of DAA

Definition

Purpose

Destination Address Accounting (DAA) technology implements accounting based
on the destination addresses users access.

On a network where users need to pay for the network access service, the Internet
service provider (ISP) does not charge the users when they access only internal
network resources or charges these users a little money. However, the ISP charges
the users a lot of money when they access external network resources.

DAA technology separates the campus network from the external network. To be
specific, DAA differentiates services according to destination addresses and
enforces different traffic statistics collection and accounting policies. Therefore,
DAA helps ISPs implement delicacy operation and accounting based on service

types.
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2.2 Understanding DAA

Concepts

e Traffic identification: classifies traffic into different types according to the
destination IP addresses users access.

e Tariff level: identifies the data flows destined for the specified address so that
the device can collect statistics and enforce differentiated policies on different
types of traffic.

e  Traffic group: associates classified traffic with tariff levels.

Implementation

Figure 2-1 shows the network of DAA service. The Router works with an
accounting server to implement destination-based accounting.

Figure 2-1 Network of DAA service
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During a user authentication and network access process, DAA service process is
as follows:

(11 NOTE

This process assumes that users have passed authentication.

A user goes online and traffic is generated.

2.  When the user accesses Network1 or Network2, the device resolves the
destination address from user traffic, and matches the destination address
against ACL, which is the traffic identification rule.
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3. The device obtains the tariff level corresponding to the ACL in the traffic
group, and maps the traffic to the corresponding tariff level.

4. The device performs traffic statistics collection according to the tariff level.

5. (Optional) The device periodically sends an interim accounting packet to the
accounting server. The packet carries accumulative traffic statistics
corresponding to each tariff level.

6. (Optional) After receiving an interim accounting packet, the accounting server
parses traffic information corresponding to each tariff level and performs
interim accounting based on certain rules.

7. When the user requests to go offline, the device sends an accounting stop
packet to the accounting server. The packet carries traffic statistics at each
tariff level during this online process of the user.

8. After receiving an accounting stop packet, the accounting server parses traffic
information corresponding to each tariff level during the entire online process
and performs accounting based on certain rules.

9. The user goes offline.

2.3 Application Scenarios for DAA

As shown in Figure 2-2, users on the campus network of a university can access
resources on the campus network or external network through the Router. The
campus network built by the university provides a large number of learning
materials, which are free for internal users. The external network is leased from
the ISP. The users need to be charged when they access the external network
resources.

After DAA is configured, when users access external network resources, the device
collects statistics on traffic and sends the statistics to the accounting server. The
accounting server then performs accounting. When users access internal network
resources, the device collects statistics on traffic but does not send the statistics to
the accounting server. The accounting server does not perform accounting.
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Figure 2-2 DAA for access traffic to internal and external networks .
Accounting

server

External
network

Access
Network

User

Router

Campus
network

Traffic destined for external network, for which
—» the accounting server performs accounting.

Traffic destined for internal network, for which
no accounting is performed

2.4 Summary of DAA Configuration Tasks

Table 2-1 lists DAA configuration tasks.

Table 2-1 DAA configuration tasks

Scenario Description Task

The device The administrator wants to 1. 2.7.1 Configuring Traffic
performs charge the users who access Identification Rules
accounting for | the specified destination 2. 2.7.2 Configuring the
users when the | networks due to some Tariff Level

users access reasons. You can configure . .
specified traffic identification rules so | 3+ 2-7-3 Configuring Traffic-
destination that the device can identify based Accounting
addresses. the traffic going to the

specified destination networks
and collect statistics on the
traffic. Then the device sends
the collected statistics to the
accounting server. The
destination-based accounting
is implemented.
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Scenario

Description

Task

The device
performs

users access
external
networks.

accounting for
users when the

On a network where users
need to pay for the network
access service, for example, a
campus network, the Internet
service provider (ISP) does
not charge the users when
they access the internal
network resources, while
charges the users when they
access the external network
resources.

The administrator knows all
the internal network
segments, but it is difficult to
predict the external network
segments the users want to
access. Therefore, the device
cannot accurately collect
traffic statistics on the
external network segments.
To address this issue, you can
configure the traffic
identification rule that
separates the traffic going to
internal and external network
segments. The device does
not collect statistics on the
internal network segments,
and sends statistics on all the
traffic, except the traffic
going to internal network
segments, to the accounting
server. By using this method,
the device performs
accounting for users when
they access external networks
while does not perform
accounting for users when
they access internal networks.

1. 2.7.1 Configuring Traffic
Identification Rules

2. 2.7.2 Configuring the
Tariff Level

3. 2.7.3 Configuring Traffic-
based Accounting

4. Run the statistic enable
(AAA domain view)
command in the AAA
domain view to enable
traffic statistics collection
for domain users. The
device then collects
statistics on all the traffic
except the traffic
corresponding to the
specified tariff level.
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2.5 Licensing Requirements and Limitations for DAA

Involved Network Elements

Table 2-2 Components involved in NAC networking

Role

Product Model

Description

AAA server

Huawei servers or third-
party AAA servers

Performs authentication,
accounting, and
authorization on users.

Portal server

Huawei servers or third-
party Portal servers

Receives authentication
requests from Portal

clients, provides free
portal services and an
interface based on web
authentication, and
exchanges
authentication
information of the
authentication clients
with access devices.

This component is
required only in external
Portal authentication
mode.

Licensing Requirements

DAA is a basic feature of the device and is not under license control.

Feature Limitations

None
2.6 Default Settings for DAA
Table 2-3 lists the default settings for DAA.

Table 2-3 Default settings for DAA

Parameter Default Setting
Traffic identification rule None
Tariff level None
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Parameter Default Setting

Statistics collection on the traffic Disabled
corresponding to the specified tariff
level

Accounting on the traffic Disabled
corresponding to the specified tariff
level

2.7 Configuring DAA

Pre-configuration Tasks

DAA provides a destination-based accounting scheme, but the DAA function
cannot implement the scheme alone. Before configuring DAA, complete the
following tasks:

e Configure Portal, or PPPoE authentication.
For details, see 3.6 Configuring NAC or PPPoE Configuration.

(11 NOTE

DAA supports only Portal or PPPoE authentication. If Portal authentication is used, you
must configure Portal authentication on a routed main interface.

e Configure RADIUS authentication and accounting.

For details, see Configuring RADIUS Authentication, Authorization, and
Accounting in AAA Configuration.

2.7.1 Configuring Traffic Identification Rules

Context

To implement destination-based accounting, the device must be able to identify
the traffic destined for different networks according to access control lists (ACLs).

Procedure
Step 1 Run system-view
The system view is displayed.

Step 2 Configure traffic identification rules.

1.  Run acl [ number ] ac/-number [ match-order { auto | config } ]
An advanced ACL is created by using an ACL number and the advanced ACL
view is displayed.
Or run acl name acl-name { advance | ac/-number} [ match-order { auto |
config } ]

An advanced ACL is created by using an ACL name and the advanced ACL
view is displayed.
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By default, no ACL exists on the device.

2. Run rule [ rule-id] permit ip { source { source-ip-address { source-wildcard |
src-netmask } | any } | destination { destination-ip-address { destination-
wildcard | des-netmask} | any }}”

An advanced ACL rule is created.

By default, no ACL rule exists on the device.
{10 NOTE

The number of an advanced ACL is in the range from 3000 to 3999.

The ACL (with the number in the range of 3000-3031) configured or modified for wireless users
takes effect only after being delivered to APs by the commit command.

The destination address is mandatory and the source address is optional. You can configure both
the source and destination addresses to precisely specify the traffic on which accounting is
performed.

If the any parameter is configured to specify all source and destination addresses, the traffic
identification rule is invalid.

--—-End

2.7.2 Configuring the Tariff Level

Context
After identifying the traffic destined for different networks, the device associates
traffic with tariff levels through traffic groups, based on which the device collects
statistics and enforces policies on different types of traffic.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run traffic-group group-name
A traffic group is created and the traffic group view is displayed.
By default, no traffic group exists on the device.
Step 3 Run acl acl/-number tariff-level tariff-level
The tariff level is configured.

By default, no tariff level is configured.
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(11 NOTE

e In a traffic group, you can specify tariff levels for a maximum of 8 ACLs.
e Different ACLs can share the same tariff level.

e |[f there is an ACL rule with both the source and destination addresses configured and
the destination address is the same as that in another ACL rule, you are advised to
match this ACL rule with a tariff level (tariff-level) with a small value during
configuration. For example, most users accessing destination address A on the network
use the same tariff corresponding to ACL 3000, and a small number of users with source
address B and accessing destination address A use another tariff corresponding to ACL
3001. In this case, the tariff level corresponding to ACL 3001 should have a smaller
value than the tariff level corresponding to ACL 3000.

Step 4 Run quit

Step 5

Return to the system view.
Run traffic-group group-name enable
The traffic group is applied to the device globally.

By default, no traffic group is applied to the device.

L] NOTE
If you modify a traffic group that has been applied, the modification takes effect only after the
traffic group is applied to the device again by using this step.
e The acl tariff-level command changes the tariff level of traffic.

e The rule (advanced ACL view) command changes the source or destination address in the
traffic classification rule.

--—-End

2.7.3 Configuring Traffic-based Accounting

Context

Traffic-based accounting means that the authentication device collects traffic
statistics during a user's online period, and sends statistics result to the accounting
server. The accounting server then performs accounting for the user based on
traffic statistics result. The accounting server can perform accounting based on
traffic statistics result for the users going online through 802.1X, MAC address,
Portal, or PPPoE authentication.

After the traffic identification rule and tariff level are configured, the device marks
tariff levels on traffic from different destination addresses. Then the traffic
policing and statistics functions are configured in QoS profiles to control the
bandwidth and collect traffic statistics. A tariff level can identify the traffic
destination address. If the specified tariff level is bound to a QoS profile, the
device can control the bandwidth for the traffic destined for the specified
destination address and collect the traffic statistics. If the accounting function is
enabled, the device sends the traffic statistics to the accounting server for
accounting.
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Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Run system-view

The system view is displayed.

Run qos-profile profile-name

A QoS profile is created and the QoS profile view is displayed.
By default, no QoS profile is configured.

(Optional) Run car cir cir-value [ pir pir-value] [ cbs cbs-value pbs pbs-value]
{'inbound | outbound }

Traffic policing is configured in the QoS profile.

By default, traffic policing is not configured in a QoS profile.
This step is mandatory if the bandwidth for the traffic needs to be limited.
Run statistics enable

Traffic statistics collection is enabled in the QoS profile.

By default, traffic statistics collection is disabled in a QoS profile.
Run quit

Return to the system view.

Run aaa

The AAA view is displayed.

Run domain domain-name

The domain view is displayed.

The device has two default domains: default and default_admin. The default
domain is used by common access users and the default_admin domain is used by
administrators.

Run tariff-level tariff-level { qos-profile profile-name | accounting-on }
The QoS profile and accounting function are configured for the tariff level.

By default, the QoS profile and accounting function are not configured for the
tariff level.

--—-End

2.7.4 Verifying the DAA Configuration

Context

Procedure

After DAA configurations are complete, you can check the configuration result.

e Run the display traffic-group { all | name group-name } command to view
information about traffic group.
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e Run the display domain [ name domain-name ] command to view the QoS
profile bound to each tariff level and check whether the accounting function
is enabled for each tariff level.

--—-End

2.8 Configuration Examples for DAA

2.8.1 Example for Configuring Accounting for the Specified
Network

Networking Requirements

As shown in Figure 2-3, a Portal user on the campus network can access resources
on the Network 1 (192.168.100.0/24) and Network 2 (10.102.64.0/24) through the
Router. Resources on Network 1 are free and resources on Network 2 are not free.
The users are charged based on traffic when they access resources on Network 2.

The DAA function needs to be configured on the Router so that the user is not
charged when accessing the Network 1 and charged based on traffic when
accessing the Network 2.

Figure 2-3 Networking diagram of configuring accounting for the specified

network
RADIUS Server/ DNS Server
Portal Server 10.7.66.65
10.7.66.66

Server Area

192.168.100.0/24

Access
Network

Eth0/0/0

User 192.168.10.1/24Router

10.102.64.0/24

Configuration Roadmap
The configuration roadmap is as follows:

1. Create VLANs and add interfaces to VLANSs to ensure network
communication.
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2. Create and configure a RADIUS server template, an AAA scheme and a
domain, and bind the RADIUS server template and AAA scheme to the
domain, so that the device can exchange information with the RADIUS server.

3. Configure Portal authentication so that the user can access networks in Portal
authentication mode.

4. Configure DAA to perform destination-based accounting.

a. Configure the traffic identification rules for the two network segments so
that the device can classify traffic going to different destination
addresses.

b. Configure different tariff levels for traffic destined for different network
segments. The tariff level of traffic going to Network 1 is 1 and the tariff
level of traffic going to Network 2 is 2.

¢. Configure accounting policies for tariff levels:

"  For tariff level 1, traffic statistics collection is enabled but accounting
is not performed.

" For tariff level 2, traffic statistics collection is enabled and accounting
is performed.

(11 NOTE

Ensure that the RADIUS server IP address, port number, and shared key in the RADIUS
server template are configured correctly and are the same as those on the RADIUS server.

Ensure that reachable routes exist between the Router and RADIUS server, and between the
user and two network segments.

Procedure

Step 1 Configure Eth0/0/0 that is connected to users.

<Huawei> system-view

[Huawei] sysname Router

[Router] interface ethernet 0/0/0
[Router-Ethernet0/0/0] undo portswitch
[Router-Ethernet0/0/0] ip address 192.168.10.1 24
[Router-Ethernet0/0/0] quit

Step 2 Configure AAA.

# Configure a RADIUS server template shiva. The IP address and port number of
the RADIUS authentication server are 10.7.66.66 and 1812; the IP address and port
number of the RADIUS accounting server are 10.7.66.66 and 1813. The shared key
is Huawei@123.

[Router] radius-server template shiva

[Router-radius-shiva] radius-server authentication 10.7.66.66 1812
[Router-radius-shiva] radius-server accounting 10.7.66.66 1813
[Router-radius-shiva] radius-server shared-key cipher Huawei@123
[Router-radius-shiva] quit

# Configure the authentication scheme auth and set the authentication method to
RADIUS authentication.

[Router] aaa

[Router-aaa] authentication-scheme auth
[Router-aaa-authen-auth] authentication-mode radius
[Router-aaa-authen-auth] quit
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Step 3

Step 4

# Configure the accounting scheme abc and set the accounting method to
RADIUS accounting.

[Router-aaa] accounting-scheme abc
[Router-aaa-accounting-abc] accounting-mode radius
[Router-aaa-accounting-abc] quit

# Configure an AAA domain huawei, and apply the authentication scheme auth,
accounting scheme abc, and RADIUS server template shiva to the domain.

[Router-aaa] domain huawei

[Router-aaa-domain-huawei] authentication-scheme auth
[Router-aaa-domain-huawei] accounting-scheme abc
[Router-aaa-domain-huawei] radius-server shiva
[Router-aaa-domain-huawei] quit

[Router-aaa] quit

Configure DAA.
# Configure ACL 3000 and ACL 3001, which are used as traffic identification rules.

[Router] acl 3000

[Router-acl-adv-3000] rule 1 permit ip destination 192.168.100.0 0.0.0.255
[Router-acl-adv-3000] quit

[Router] acl 3001

[Router-acl-adv-3001] rule 1 permit ip destination 10.102.64.0 0.0.0.255
[Router-acl-adv-3001] quit

# Configure the tariff levels. The tariff level of traffic destined for
192.168.100.0/24 is 1 and the tariff level of traffic destined for 10.102.64.0/24 is 2.

[Router] traffic-group huawei
[Router-traffic-group-huawei] acl 3000 tariff-level 1
[Router-traffic-group-huawei] acl 3001 tariff-level 2
[Router-traffic-group-huawei] quit

[Router] traffic-group huawei enable

# Configure traffic-based accounting.

[Router] qos-profile huawei

[Router-qos-profile-huawei] statistics enable

[Router-qos-profile-huawei] quit

[Router] aaa

[Router-aaa] domain huawei

[Router-aaa-domain-huawei] tariff-level 1 qos-profile huawei
[Router-aaa-domain-huawei] tariff-level 2 qos-profile huawei accounting-on
[Router-aaa-domain-huawei] quit

[Router-aaa] quit

Configure Portal authentication.

# Configure the Portal server template abc.

[Router] web-auth-server abc

[Router-web-auth-server-abc] server-ip 10.7.66.66
[Router-web-auth-server-abc] port 50200
[Router-web-auth-server-abc] url http://10.7.66.66:8080/webagent
[Router-web-auth-server-abc] shared-key cipher Huawei@123
[Router-web-auth-server-abc] quit

# Configure the Portal access profile web1.
[Router] portal-access-profile name web1
[Router-portal-acces-profile-web1] web-auth-server abc layer3
[Router-portal-acces-profile-web1] quit

# Configure the authentication-free rule profile default_free_rule to allow
packets to the DNS server to pass through.
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Step 5

[Router] free-rule-template name default_free_rule
[Router-free-rule-default_free_rule] free-rule 1 destination ip 10.7.66.65 mask 32
[Router-free-rule-default_free_rule] quit

# Configure the authentication profile p1, bind the Portal access profile web1 and
authentication-free rule profile default_free_rule to the authentication profile,
and specify the domain huawei as the forcible authentication domain in the
authentication profile.

[Router] authentication-profile name p1
[Router-authen-profile-p1] portal-access-profile web1
[Router-authen-profile-p1] access-domain huawei force
[Router-authen-profile-p1] free-rule-template default_free_rule
[Router-authen-profile-p1] quit

# Bind the authentication profile p1 to Eth0/0/0 and enable Portal authentication.
[Router] interface ethernet 0/0/0

[Router-Ethernet0/0/0] authentication-profile p1

[Router-Ethernet0/0/0] quit

Verify the configuration.

# Run the display traffic-group name group-name command to check
information about the traffic group huawei.

[Router] display traffic-group name huawei

Acl-id Tariff-level
3000 1
3001 2
Total: 2
----End

Configuration Files

Router configuration file

#
sysname Router
#
authentication-profile name p1
portal-access-profile web1
free-rule-template default_free_rule
access-domain huawei force
#
radius-server template shiva
radius-server shared-key cipher %/%#}0.80;*E;-a|55;)dmDEL;b!0YmhAPafgkV{CMf;%A%#
radius-server authentication 10.7.66.66 1812 weight 80
radius-server accounting 10.7.66.66 1813 weight 80
#
acl number 3000
rule 1 permit ip destination 192.168.100.0 0.0.0.255
acl number 3001
rule 1 permit ip destination 10.102.64.0 0.0.0.255
#
gos-profile huawei
statistics enable
#
free-rule-template name default_free_rule
free-rule 1 destination ip 10.7.66.65 mask 255.255.255.255
#
web-auth-server abc
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server-ip 10.7.66.66
port 50200

url http://10.7.66.66:8080/webagent
#

portal-access-profile name web1
web-auth-server abc layer3
#
aaa
authentication-scheme auth
authentication-mode radius
accounting-scheme abc
accounting-mode radius
domain huawei
authentication-scheme auth
accounting-scheme abc
radius-server shiva
tariff-level 1 gos-profile huawei
tariff-level 2 gos-profile huawei accounting-on
statistic enable
#
interface Ethernet0/0/0
undo portswitch
ip address 192.168.10.1 255.255.255.0
authentication-profile p1
#
traffic-group huawei
acl 3000 tariff-level 1
acl 3001 tariff-level 2
traffic-group huawei enable
#
return
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